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INFRASTRUCTURE CYBER SECURITY DEPARTMENT

NO UPDATES

WEBSITE

NO UPDATES

CIS CONTROLS



• Phone system servers have been deployed.  Software will be updated 
next week.

• SAN is in and racked.  We must migrate data to hardware, most likely 
over summer.

INFRASTRUCTURE
Previous meeting

Update

• Phone system gateway components are in.  Server delivered last week.

• Virtual host deployment completed.

• SAN (Storage Area Network) is ordered, however there are components 
on back order.

• Guest Wi-Fi form is active.



CYBER SECURITY UPDATES
Previous meeting

• Met with Aspire one, reviewed project scope, in scheduling phase.   ETA is 
summer for DMZ and ACL work.

Update

• No updates to existing project scopes.

**Cyber Security work is an ongoing process imbedded in our daily activities. 



January 2023

Administrative Personnel January 2023

March 2023

Office Staff March 2023

June 2023

Faculty/Staff June 2023

MULTIFACTOR/2FA ROLLOUT



CIS Control 3 – Data – Data Protection

Operate processes and tooling to control, handle, retain, and dispose the enterprise’s data.

Control 3.1 - Establish and Maintain a Data Management Process (NIST PR.IP-6)
• Establish and maintain a data management process. In the process, address data sensitivity, data owner, handling

of data, data retention limits, and disposal requirements, based on sensitivity and retention standards for the
enterprise.

• Review and update documentation annually, or when significant enterprise changes occur that could impact
this Safeguard.

Control 3.2 - Establish and Maintain a Data Inventory (NIST ID.AM-5)
• Establish and maintain a data inventory, based on the enterprise’s data management process.
• Inventory sensitive data, at a minimum.
• Review and update inventory annually, at a minimum, with a priority on sensitive data.

We do not meet the recommendation; I must compose the management process.

We do not meet the recommendation; I must compose the data inventory.



Control 3.3 - Configure Data Access Control Lists (NIST PR.AC-4)
• Configure data access control lists based on a user’s need to know.
• Apply data access control lists, also known as access permissions, to local and remote file systems, 

databases, and applications.

Control 3.4 - Enforce Data Retention
• Retain data according to the enterprise’s data management process.
• Data retention must include both minimum and maximum timelines.

Control 3.5 - Securely Dispose of Data (NIST PR.DS-3, PR.IP-6)
• Securely dispose of data as outlined in the enterprise’s data management process.
• Ensure the disposal process and method are commensurate with the data sensitivity.

Control 3.6 - Encrypt Data on End-User Devices
• Encrypt data on end-user devices containing sensitive data.

o Example implementations can include: Windows BitLocker®, Apple FileVault®, Linux® dm-crypt.
District Devices, Windows, Chromebook, and iPads, have encryption.  (BitLocker, Fscrypt and Data Protection)

District devices are recycled with E-Waste recycling. **R2/RIOS certified.   

O365 Data (user files) Kept for 7 years
O365 Email kept for 7 years

Server Backups Kept for 3 years
MHRIC Data kept for x years (waiting on confirmation)

Access controls are inherent in the configuration of user accounts, Faculty Rosters and Job function.  Missing 
component is a diagram.



SUMMER WORK

• Summer Enrichment.

• Refresh PC at HS and MS (Dell OptiPlex 7010).

• Refresh Faculty Chromebooks 7-12, (Lenovo 300E).

• Consolidate Library Automation Destiny.  

• Finalize Mobile Device Management migration to Intune.

• Summer classroom refresh.



DISCO TECH
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